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or control over, special nuclear mate-
rial. 

Classified Information means informa-
tion that is classified as Restricted 
Data or Formerly Restricted Data 
under the Atomic Energy Act of 1954, 
as amended, or information determined 
to require protection against unauthor-
ized disclosure under Executive Order 
12958, or prior Executive Orders, which 
is identified as National Security In-
formation. 

Facility Clearance means an adminis-
trative determination that a facility is 
eligible to access, produce, use or store 
classified information, or special nu-
clear material. 

Restricted Data means all data con-
cerning the design, manufacture, or 
utilization of atomic weapons; the pro-
duction of special nuclear material; or 
the use of special nuclear material in 
the production of energy, but does not 
include data declassified or removed 
from the Restricted Data category pur-
suant to section 142 of the Atomic En-
ergy Act of 1954, as amended (42 U.S.C. 
2162). 

[67 FR 14875, Mar. 28, 2002] 

904.402 General. 
(a) The basis of DOE’s industrial se-

curity requirements is the Atomic En-
ergy Act of 1954, as amended, and Exec-
utive Orders 12958 and 12829. 

(b) DOE security regulations con-
cerning restricted data are codified at 
10 CFR part 1045. 

(c)(1) Section 234B of the Atomic En-
ergy Act (42 U.S.C. 2282b) requires that 
DOE contracts include a clause that 
provides for an appropriate reduction 
in the fees or amounts paid to the con-
tractor under the contract in the event 
of a violation by the contractor or any 
contractor employee of any rule, regu-
lation, or order relating to the safe-
guarding or security of Restricted Data 
or other classified information. The 
clause is required for all DOE prime 
contracts that involve any possibility 
of contractor access to Restricted Data 
or other classified information. The 
clause is required to specify various de-
grees of violations and the amount of 
the reduction attributable to each de-
gree of violation. The clause prescribed 
at 48 CFR 904.404(d)(6) (Conditional 
Payment of Fee or Profit—Safe-

guarding Restricted Data and Other 
Classified Information) or the clause 
prescribed at 48 CFR 923.7002(f) (Condi-
tional Payment of Fee or Profit—Safe-
guarding Restricted Data and Other 
Classified Information and Protection 
of Worker Safety and Health) shall be 
used for this purpose unless the clause 
prescribed at 48 CFR 970.1504–5(c) (Con-
ditional Payment of Fee, Profit, and 
Other Incentives—Facility Manage-
ment Contracts) is used. 

(2) The clause entitled ‘‘Conditional 
Payment of Fee or Profit—Safe-
guarding Restricted Data and Other 
Classified Information’’ and the clause 
entitled ‘‘Conditional Payment of Fee 
or Profit—Safeguarding Restricted 
Data and Other Classified Information 
and Protection of Worker Safety and 
Health’’ provide for reductions of fee or 
profit that is earned by the contractor 
depending upon the severity of the con-
tractor’s failure to comply with con-
tract terms or conditions relating to 
the safeguarding of Restricted Data or 
other classified information. When re-
viewing performance failures that 
would otherwise warrant a reduction of 
earned fee, the contracting officer 
must consider mitigating factors that 
may warrant a reduction below the ap-
plicable range specified in the clause. 
Some of the mitigating factors that 
must be considered are specified in the 
clause. 

(3) The contracting officer must ob-
tain the concurrence of the Head of the 
Contracting Activity: 

(i) Prior to effecting any reduction of 
fee or amounts otherwise payable to 
the contractor in accordance with the 
terms and conditions of the clause en-
titled ‘‘Conditional Payment of Fee or 
Profit—Safeguarding Restricted Data 
and Other Classified Information’’ or of 
the clause entitled ‘‘Conditional Pay-
ment of Fee or Profit—Safeguarding 
Restricted Data and Other Classified 
Information and Protection of Worker 
Safety and Health;’’ and 

(ii) For determinations that no re-
duction of fee is warranted for a par-
ticular performance failure(s) that 
would otherwise warrant a reduction. 

[67 FR 14876, Mar. 28, 2002, as amended at 68 
FR 68776, Dec. 10, 2003] 
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